In this work, a new and secure digital image scrambling algorithm for grayscale images is presented. The main goal of this algorithm is to change and reorder the positions of the pixel values of the grayscale images according to the rules of Conway's Game of Life. For this purpose, an image scrambling matrix is proposed. The proposed algorithm is mostly applied to known benchmark images of various sizes and histograms. Moreover, the proposed algorithm is applied to noisy and low-contrast images to evaluate the performance of the algorithm in consumer applications. The scrambling performance of the algorithm is examined through the evaluation of the correlation values between adjacent pixels in horizontal, vertical, and diagonal directions and the gray difference degree between a pixel value and its neighbor pixel values of the plain and scrambled images. Furthermore, the performance of our algorithm is compared to various state-of-the-art methods. Additionally, in order to measure the reliability of the algorithm, we perform attack analyses such as damage and occlusion. Results show that the proposed algorithm is robust and ensures high security with a powerful scrambling performance. Finally, the proposed algorithm can be used in applications providing security of information, such as image encryption and watermarking.
Introduction
Internet and computer usage is prevalent today due to considerable developments in communication technologies. At the same time, the necessity of transmission and storage of information shows a huge daily increase. Information must be preserved from destruction, change, and damage by unauthorized people during transmission and storage. Thus, information security is the most important concern in individual tasks such as Internet banking, social media, and online shopping, and it is influenced by increasing rates of Internet usage. Additionally, it is a critical issue in many important applications, especially in military, medical, and public institutions, where the transmission of data that include vital information is required. In addition to data transmission, medical applications need to store private data in huge databases to be able to use them to observe the treatment of a patient.
Among multimedia components, images are the most widely used in transmission or storage. Several methods are proposed for providing security to the information covered by images, and the most commonly used methods are image encryption and data-hiding. Data-hiding aims to embed the information in a cover image so that unauthorized people cannot obtain it. Image encryption is a technique that transforms an original image to a new, visually meaningless image, defined as an encrypted image, in order to preserve the content of the image from unauthorized people. Among recent approaches, digital image watermarking [1, 2] and digital image scrambling [3, 4] are the most commonly used methods.
Cellular automata (CA) are discrete and dynamic systems that are influentially used for image watermarking [5, 6] and encryption [7] [8] [9] applications. The Game of Life (GoL), the most widely known type of cellular automata, is a relatively new method of digital image scrambling [10] [11] [12] that can present simple solutions to complex problems such as image encryption. The basic principle in digital image scrambling is to ruin the correlation between adjacent pixels in the original image by changing and rearranging the position of the pixels in the image. Thus, a new image, composed of adjacent pixels that have the minimum possible correlation, is generated. Various algorithms and methods have been proposed for digital image scrambling. These methods are elementary cellular automata [13, 15, 19] , chaos maps [14] , Sudoku [16] , discrete prolate spheroidal sequences [17] , and ASCII coding [18] .
In order to devastate the strong correlation between neighboring pixels and create a resistive scrambled image towards attacks, powerful scrambling approaches are required. For this purpose, a new digital image scrambling algorithm is proposed in this work. The main originality of this work is in using a newly introduced image scrambling matrix, generated by means of Conway's GoL. The main feature of this matrix is composing a wide range of integers in its domain. Therefore, this feature enables the algorithm to powerfully scramble the pixel positions so as to minimize the correlation between adjacent pixels.
Cellular automata
Cellular automata, discovered in the 1940s by Ulam and von Neumann, are dynamic systems in time that depend on the finite states of a regular grid of cells. All cells in these systems have two states. Cells in black and white are represented as '1' and '0', respectively. The state of each cell is updated at each iteration, called a generation. The state of each cell at the next generation is estimated based on the states of its neighbors. A method using cellular automata provides a simple solution to solving complex problems. Thus, cellular automata can have several application areas such as random number generation, airplane and ship design, urban design, games, and image processing. In this work, the GoL is the most common type of cellular automata used in the digital image scrambling procedure. Theoretical details will be given in the next subsection.
Game of Life
The GoL theory, established in the 1970s by Conway, is the most common type of two-dimensional cellular automata. GoL theory starts with a random m × n seed matrix A 0 . The state of each cell at the next generation in the seed matrix is determined by checking the cell neighbors' states. In GoL theory, the state of each cell is updated in the Moore and von Neumann neighborhood. In this work, the updating process for each cell is performed in the Moore neighborhood with 8 neighbors. The state of each cell at the next generations A n (n = 1, 2, 3, ...) is determined by state updating, defined between a cell and its neighbors. At each generation, the state of each cell is updated simultaneously. All cells are updated according to the four rules of GoL theory [10] .
In this work, we utilize these rules to create new generations and form an image scrambling matrix to scramble the pixel positions of the image powerfully.
Proposed approach
In this paper, we present a new approach to the digital image scrambling procedure. Our approach consists of two phases. In the first phase, the correlation values between adjacent pixels are decreased, and in the second phase, the scrambling effect is increased. The image scrambling matrix (ISM ) , defined for the first time in the literature, is proposed for executing the digital image scrambling procedure. The ISM matrix is generated by evaluating GoL theory rules to the new generation matrices. The distinctive property of the ISM matrix is being composed of immense and diverse matrix elements. Thereby, the ISM matrix powerfully changes the position of the pixels in the plain image. The main steps of the proposed approach are given as follows:
Step 1: A random seed matrix ( A 0 ) is generated. The size of the seed matrix (m × n) is the same as that of the plain image.
Step 2: The GoL is executed and new generation matrices A n (n = 1, 2, 3, ...) are obtained. The generation number is equal to the scrambling level. Increasing the scrambling level (n) causes considerable diversity in the ISM , which leads to a more powerful scrambling performance. However, this also leads to increased computation costs. Thus, the scrambling level is chosen as 15 in this paper.
Step 3: The ISM is obtained by Eq. (1), given below. The generation of the ISM for n = 5 is shown in Figure 1 .
Step 4: The first phase of the approach starts at this step. The pixel values of the plain image are changed in row-first order, according to the values of the ISM , from minimum to maximum value in row-first order. Step 5: The second phase of the approach starts at this step. The pixel values of the prescrambled image are changed in row-first order, according to the values of ISM , from maximum to minimum value in column-first order. At the end of these steps, a scrambled image is obtained. To recover the plain image, the inverse of the scrambling algorithm using keys is executed. In this work, the key is composed of the initial random seed matrix A 0 and the scrambling level n. 
Studied example
Several analyses are performed in this paper to test the effectiveness of the proposed method. Several grayscale images are chosen for these analyses. Our method is implemented to test images from the Berkeley Segmentation Dataset and Benchmark (www.eecs.berkeley.edu/Research/Projects/CS/vision/bsds/), USC-SIPI Image Database (http://sipi.usc.edu/database/), Lena, and cameraman images. In order to investigate the scrambling performance of the algorithm, test images of different sizes and histogram distributions are acquired. Noisy and low-contrast images are used in most mobile and web-based applications. Therefore, our algorithm's scrambling performance is also investigated on noisy and low-contrast images. Our algorithm is implemented to each grayscale test image 10 times. The initial matrix, called seed matrix A 0 , is randomly generated, and the scrambling level ( n) is chosen as 15 for each implementation. Increasing the scrambling level (n) causes considerable diversity in the ISM and this leads to a more powerful scrambling performance; however, it also leads to considerably higher computation costs. As a result, the scrambling level is chosen as 15 in order to obtain optimum results.
All the obtained results are used to evaluate the performance of the approach and the two following parameters are examined. The first performance parameter is the correlation coefficient between adjacent pixels. The correlation coefficient is calculated from Eq. (2) in three directions: horizontal, vertical, and diagonal.
Cov (x, y) and σ represent the covariance matrix and standard deviation value, respectively. The correlation coefficient calculated in Eq. (2) has a value between -1 and +1. In the scrambling procedure, the correlation coefficient between adjacent pixels in the plain image is expected to be close to 1. On the contrary, the correlation coefficient between adjacent pixels in the scrambled image is expected to be close to 0.
Another performance parameter is the gray difference degree (GDD), which defines the scrambling effect of the proposed method and is calculated between the plain image and the scrambled image. The scrambling effect provides information about the robustness of the scrambled image against passive attacks [10] . The GDD value is calculated from Eq. (3) as follows:
GD (i, j) represents the gray difference between a pixel and its horizontal and vertical adjacent pixels. E (GD (i, j)) and E ′ (GD (i, j)) are gray difference values of the plain image and scrambled image, respectively. This parameter, which is only implemented to grayscale images, is used to test the scrambling performance of the method and has a value between -1 and +1. In the scrambling procedure, the GDD value is expected to be close to 1.
Results and discussion
In this section, we give the results obtained from several performed analyses. These analyses include correlation coefficients between adjacent pixels, gray difference degree values, size and noise analyses, low-contrast performances, wrong key analyses, and attack analyses. in Table 1 are calculated from all the adjacent pixels in the images. The proposed approach is implemented 10 times for each image, and the correlation values of the scrambled images with four types of statistical information including minimum, maximum, median, and standard deviation values are given in Table 1 . The correlation coefficient has a value between -1 and +1; thus, the median value is calculated instead of the mean value in order to evaluate results obtained from 10 implementations. In other words, the effectiveness of the proposed method is proportional to the correlation coefficient between adjacent pixels being close to zero.
The scrambling performance of the proposed algorithm is given and compared to the performance of CA, GoL, and other methods. In Table 2 , these methods are categorized into two groups: methods based on CA and GoL, and other methods. The GDD value in bold font indicates the best scrambling performance. Results show that our algorithm obviously outperforms the CA-and GoL-based methods, apart from two test images. For these test images, our results are close to the best ones. Here it must be emphasized that the GDD values of our algorithm are median values of 10 implementations for each image.
To test the achievement of the proposed approach, size and noise analyses are performed. The results obtained from these analyses are shown in Figure 5 . The purpose of performing the analyses is to examine the performance of the approach with respect to the image size and noise level, because the images used in mobile and web applications have various size and noise levels. For the size analysis, cameraman, Lena, and man images are resized. In order to evaluate the noise performance, Gaussian noise with zero mean and 5 different standard deviation values varying linearly from 0.002 to 0.01 are applied to the original cameraman, Lena, and man images. The obtained results are shown in Figure 5 as an average of GDD values for each size. Figure  5 shows that as the size of the original image increases, our algorithm achieves a more powerful scrambling performance. A similar situation is also presented in Table 2 . The comparison of GDD values between our algorithm and the other CA-and GoL-based methods indicates that our algorithm outperforms at larger image size values. Therefore, the proposed algorithm achieves more suitable high-definition images. On the other hand, Figure 5 shows that noise affects scrambling performance negatively. The main reason for this situation is that adding Gaussian noise to any image makes its histogram more uniform. This situation is valid not only for our algorithm, but also for the other CA-and GoL-based scrambling algorithms. The proposed algorithm is also implemented to various low-contrast images. In order to compare the obtained GDD values to those in other works, common test images are utilized. To obtain generalized information about the low-contrast performance of the algorithm, this analysis is enriched with extra test images. The numerical results in Table 3 show that the algorithm can effectively scramble the pixel position despite the low-contrast constraint. In the recovery procedure, the original key determined by the proposed approach is used to accurately recover the original image. In this paper, the original key is composed of two components, including scrambling level and the seed matrix (A 0 ). The original image should not be recovered if the content of the original key has changed. Therefore, wrong key analysis is one of the security analyses performed to examine the success of the proposed approach. In this analysis, the first row of the seed matrix is changed randomly and then the recovering procedure is performed, and the GDD values of the obtained recovered image are calculated. Similarly, the first column of the seed matrix is changed randomly and the GDD values of the recovered image are calculated. The scrambling level, which is 15 in the original key, is changed to 14 and 16. All these processes are implemented to all test images and repeated 10 times for each image. The average values of the obtained results are given in Table 4 . The results show that the original image cannot be recovered when the wrong key is used in the recovery procedure.
Finally, attack analyses are performed to evaluate the reliability of the proposed method. To conduct these analyses, the content of the scrambled image is ruined and then the recovery procedure is applied to the ruined image. The differences between the obtained recovered image and the plain image are examined, and the peak signal-to-noise ratio (PSNR) is calculated. The PSNR is used to evaluate the quality of the image and is calculated from Eq. (4) as follows: Figure 6 . Procedure of occlusion and damage attack analyses. I max and M SE in Eq. (4) are the maximum grayscale level of the plain image (which is generally 255) and the mean square error value, respectively. M and N are the number of rows and columns in the image, respectively. S i,j is the pixel value of the plain image and Y i,j is the pixel value of the ruined scrambled image.
The PSNR increases when the difference between the plain and ruined images decreases. In other words, the PSNR calculated from the same images is infinite.
Occlusion and damage attacks are chosen for use in attack analyses, since grayscale images are used in implementations. The specific region of the scrambled image is changed into a white region for damage attack analysis. Similarly, the specific region of the scrambled image is changed into a black region for occlusion attack analysis. For example, the size of the specific region is determined as 50 × 50 , and the occlusion and damage attack analyses using this region are implemented to Image 69015. This procedure is shown in Figure 6 .
To evaluate the reliability of the proposed method, occlusion and damage attacks are implemented to one-quarter and half of an image. This procedure is repeated 10 times for each attack analysis and the PSNR values are computed. The obtained results from these analyses are shown in Figure 7 and calculated PSNR values for both attack analyses are given as average values in Table 5 . The obtained results from these attack analyses confirm the reliability of the proposed method. The recovered image can still be determined to be recovered from which image easily, even if half of this image is ruined. In other words, when the scrambled image is exposed to external attacks, the method resists these attacks powerfully.
Conclusion
In this work, we presented a new secure digital image scrambling algorithm. The main purpose of the algorithm is to minimize the strong correlation between adjacent pixels to obtain a new visually meaningless image by reordering the pixels of a grayscale plain image. For this purpose, we used an image scrambling matrix based on a relatively new approach in image scrambling known as the GoL. In order to investigate the scrambling performance, the algorithm was implemented to several benchmark test images. To evaluate the achievement of the algorithm, several analyses were performed, including correlation coefficients, GDD values, wrong key analyses, and attack analyses. Moreover, a rigorous analysis including size analysis, noise analysis, and lowcontrast performance was conducted. The results obtained from these analyses show that this method is quite successful for grayscale images and can be used effectively in any image watermarking and image encryption applications. Moreover, as discussed in the previous sections, the algorithm can be augmented for use in color, high-resolution, noisy, and low-contrast images.
